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DeassignUser (

)

GrantPermission(

)

RevokePermisiion(

System Functions

CreateSession
DeleteSession
AddActiveRole

DropActiveRole

CheckAccess

Review Functions

<?xml version="1.0" encoding=""utf-8" ?>
<Rbac>
<RbacHdr>
<Version>1.0</Version>
<Auth>
<HTTPBasicAuth>
<Realm>davserv.org</Realm>
<Algorithm>b64</Algorithm>

<PassPhrase>hhifsdifhds==</PassPhrase>

</HTTPBasicAuth>
</Auth>
</RbacHdr>
<RbacBody>
<Method>CreateSession</Method>
</RbacBody>
</Rbac>
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Administrative Commands

® AddUser( )
DeleteUser( )
AddRole( )
DeleteRole( )

AssignUser(

API

RBAC
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RolePermissions(
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API
® AddObject
® DeleteObject
3.2.2 WebDAV
WebDAV WebDAV
RBAC
°
RBAC WebDAV
Basic

RBAC /dav/ HTTP/1.1

Host: localhost

Authentication: Basic XXXXXXXXXXXXXXXXXX
Content-Length: 0O

WebDAV RBAC

ID

HTTP/1.1 201 Created

RBAC-Session:  XXXOXOOKXOOKOOKKIHXIKKKXK
RBAC-Roles:

Content-Length: 0O

® DAV
1D

OPTIONS /dav/ HTTP/1.1

Host: localhost

Authentication: Basic XXXXXXXXXXXXXXXXXXX
RBAC-Session: XXXXOO0KOOOKKIOKKIXKKKNKXK
Content-Length: O

[ ]
RBAC
RBAC /dav/ HTTP/1.1
Host: localhost
Authentication: Basic XXXXXXXXXXXXXXXXXXX
RBAC-Session: XXXO00OOOKKIOOKKIXIXHXKKX
RBAC-Roles: +staff, +manager, -president
Content-Length: O
[ ]
RBAC
ID
RBAC /dav/ HTTP/1.1
Host: localhost
Authentication: Basic XXXXXXXXXXXXXXXXX
RBAC-Session-Close: X0000000000OMKK
Content-Length: 0O
3.3
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1 WebDAV

GET read
HEAD read
OPTIONS read
PUT write-content
PUT bind
PROPPATCH write-propaties
PROPFIND read
COoPY read
write-conten write-propaties
COoPY read bind
MOVE unbind
bind
MOVE unbind
DELETE unbind
LOCK write-content
LOCK bind
MKCOL bind
UNLOCK unlock
4
2 RBAC
4.3 WebDAV RBAC
WebDAV cadaver
4.1 RBAC 3.2.2
PostgreSQL SQL RBAC Java Gul
HTTP XML 4.4 RBAC
RBAC HTTP RBAC
4.2 WebDAV RBAC Cul
Apache 2 DSO
WebDAV
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RFC2518 "HTTP Extensions for
Distributed Authoring -- WEBDAV"
http://www.ietf.org/rfc/rfc2518.txt

RFC3253 "Versioning Extensions to
WebDAV (Web Distributed Authoring and
\ersioning)"
http://www.ietf.org/rfc/rfc3253.txt

RFC2617 "HTTP Authentication: Basic
and Digest Access Authentication™
http://www.ietf.org/rfc/rfc2617.txt

RFC2616 “Hypertext Transfer Protocol --
HTTP/1.1”
http://www.ietf.org/rfc/rfc2616.txt

, “WebDAV

http://www.ipa.go.jp/security/fyl4/reports/

webdav/,

Internet Draft “WebDAV Access Control
Protocol”
http://www.ietf.org/internet-drafts/draft-i
etf-webdav-acl-13.txt
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